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Uvod

e eCommerce, eBgsiness,
eGovernment, eCokolvek

* Internetové aplikacie, mail, ...

* BezpecCnost? na internete?

* Distribuované aplikacie =
zlozita sprava bezpecnosti

* PKI = public key infrastructure

TBGS
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Uvod - PKI

Hesla - tradicia
Symetrické Sifry
n(n-1)/2 spojeni

Centralizacia

Doveryhodna tretia strana

n spojeni

1BGS
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* Elektronicky podpis
* CertifikaCna autorita
e Struktira

* PKIl v praxi
e Buducnost
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Elektronicky podpis
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Business Global Systems, a.s.

Certifikat

“Doveryhodna
tretia strana”

Y -
=9

cn=Radovan Semancik

serial=007
expire=31/12/2002

=9

X.509

K

TBGS
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Overovanie certifikatu
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Hierarchia CA

N

cn=Zlta CA

cn=Modra CA
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Hierarchia CA

=2

cn=ZIta CA

—31R

cn=Modra CA

ke

S| cn=Radovan Semancik
€] serial=007
expire=31/12/2002

-‘

“Strom”
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Krizova certifikacia

“Pavuc“:ina:/ ‘4—‘
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Strom vs Pavicina

e Strom
* Dobre stanovena organizacna Struktura
* Podnikové prostredie, Statna sprava, ...
* Pavucina
* Nejasna Struktira, meniace sa podmienky
* eBusiness, medzinarodnée vztahy, ...

* Realita: Hybrid
1T BGS
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Obsah

« Uvod
+ Zaklady PK|

* PKI v praxi
* SIMIME, TLS, IPsec
* LDAP directory

e Buducnost
o Zaver
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<] X509 PKI a SIMIME

e SIMIME - Secure MIME Application
»
Protokol pre SOAP MIME

zabezpecnenie e-mailu
Podpisovanie a Sifrovanie  HTTP. SMTP_ IMAP

sprav TCP UDP
Vznik: RSA labs

RFC2311, RFC2633, ...
Netscape, Outlook, ... Ethernet

1 BGS
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X.509 PKla TLS

TLS - Transport Layer Application
Security

Povodne SSL SOLH Wi
zabezpecenie transp. HTTP SMTP IMAP
Vrtsvy —_—
Sifrovanie, autentifikacia TCE VD
najcastejSie HTTPS IP

RFC2246 Ethernet

Netscape, MSIE, Apache, ...
1'BGS
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X.509 PKI a IPsec

* IPsec - IP Security Application

* Pouzitie pre VPN SOAP MIME

* zabezpecenie sietove]

Vrtsvy HTTP SMTP IMAP

* Sifrovanie, autentifikacia TCP UDP

. REC2401 %?

* Sun, Cisco, Lucent, MS, ...

Ethernet

BGS
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X.509 PKIl a LDAP

* Meno v X.509 = LDAP (X.500) DN
 Globalne meno, lahko ulozitelné v LDAP

uild=semancik, ou=people, o=hgs, c=sk

* CA publikuje certifikaty a CRL do LDAP

A |3 e

* LDAP je integralnou suc€ast'ou PKI
BGS
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Dal3ie sluzby CA
Obnovovanie certifkatov

Zneplatnovanie certifikatov

CRL - Certificate Revocation List

* Zoznam zneplatnenych certifikatov

* VV\ydava CA pravidelne, aj obCasne

OCSP - Online Certificate Status Protocol
* Okamzite zistovanie stavu certifikatu

BGS
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Obsah

* Uvod
e Zaklady PKI
* PKI v praxi
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Co prinesie PKI?

* Silna autentifikacia

* Uz ziadne hesla. Nastup HTTPS, biometria, ...
* Neodmientutelnost (non-repudiation)

* Spolahlivy elektronicky podpis

* potrebny timestamping, data certification
* Privatnost udajov

« Sifrovanie Udajov, bezpe¢né pre v3etkych

* Key recovery

TBGS
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Smartcard, Token device = Nutnost!

Interperabilita = problem
JavaCard standard
Multi-application cards

Aplikacie

£

JAVA

* Vstup do budovy + PKI + network login

* Banking + PKI + |oyalty

eBusiness
* globalny charakter PKI

1BGS
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Problemy

* Sucasneé zavedené PKI = Specialne PKI
* Monoliticka architektira, malo prisposobivé
* ROzne X.509 profily, mala interoperabilita

* Buducnost = vSeobecné PKI
* Modularna architektura, platformova nezavislost
 Standardizacia (ITU-T, IETF, ISO, ...)

* Nasadzovat PKI opatrne

* Marketing je na skodu, ale odbornl’c__i___pomc“)iu
1TBGS
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Zaver ‘%§§

* PKI je dnes vyhoda, zajtra nutnost
* Pozor na vyber vhodnych rieseni

* PKI nie je samo 0 sebe rieSenie, vela treba
prisposobit, integrovat

PKI = technologia + ludia + procesy

BGS
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Dakujem za pozornost

Ing. Radovan Semancik
<semancik@bgs.sk>

TBGS
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