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Uvod

* IT - globalizacia
 \Web services, eBusiness, ...

* Internet, Enterprise a SP velmi podobné
* rovnaké technologie, podobné poziadavky

* Security infrastructure je dolezita

* Priemerné straty v roku 2001 cca $13 mil
(zdroj: CSI/FBI computer crime survey)
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Uvod

* IT Security - Co to je?
* Confidentiality
* Integrity
* Availability
* Authenticity  (authentication)
* Access control (authorization)
* Non-repudiation
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Histoéria - Private network
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Sucasnost - Public network
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* Nizka efektivita prace
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Sucasnost - Aplikacie

D .
e \§<x
* Flexibilita U Q

e ZloZitost
* Bezpec€nost? INFRASTRUKTURA @ BGS

s Global Syste




Business GIlobal

Agenda

Uvod

TradiCneé systemy
Infrastruktura
Buducnost
Zaver

Systems,

TBGS

siness Global Systems



Business Global Systems,

Infrastruktura

a . S .

CRM ~
? ‘

Accountmg

HR

N
«r

g

S

] &
S

TBGS

s Global Syste



Business Global Systems, a.s.

RieSenia 5 .

* Kerberos

* NIS/NIS+ (SUN)

* TACACS (Cisco)

* RADIUS

* ActiveDirectory (Microsoft)

* Platformove
* Proprietarne
* Specialne
e Zastaralé

LDAP - Lightweighted Directory Access Protocol
PKI - Public Key Infrastructure

TBGS

Global S
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LDAP + PKI .iP|anet’”

e-commerce solutions

* LDAP - centralizovana sprava
* pouzivatelia, skupiny, autorizacie
* konfiguracie aplikacii
» zakaznici a zdkaznicke profily
* |Planet Directory Server

* PKI - bezpecnost
* Silna autentifikacia, Sifrovanie, elektronicky
podpis, ...

* |Planet Certificate Management System
TBGS

ss Global System
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IPlanet Directory Server

* “Pure” state-of-the-art LDAP server
 Skalovatelnost: >10 mil. entries/server
* Vykon: >3000 queries/s

* Open, standardy (LDAP v2 a v3)

* Fine-grain access control
* Platformy: Solaris, NT, Win2000, AlX, HP-UX

* High availability - replikacia TBGS
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IPlanet CMS

Zaklad pre budovanie PKI
* CA, RA, OCSP responder, key recovery

FIPS 140-1 level 2 certifikacia

Integracia s iDS

Standardy: X.509v3, PKCS, CMC, ...

RozSirovatelné, Java p
dual key certificates su

ug-ins
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IDS + ICMS (big picture)

Enterprise applications
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Vyuzitie

WWW aplikacie (intranet, internet)

a . S .

Malil servers, mail client addressbook

Web services, eBusiness

Portal services (intranet, internet)
Customer information, profiles
Network access (RADIUS), billing
UNIX accounts, access control

TBGS
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Buducnost

If you fail to plan, you plan to fail

* Directory-enabled applications
* Single sign on, unified identities

e Ele
* Mu
e We

Ktronicky podpis, PKI, PMI, ...
ti-application smartcards

0 services, XML T BGS
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Zaver  iPlanet

e-commerce solutions

* Directory Server

* Centralny bod bezpecnostnej infrastruktury

* Repository profilov, konfiguracii, atd.
* Certificate Management System

* Zaklad pre silnu autentifikaciu a ochranu

udajov
* Sluzby + Infrastruktira + Bezpecnost
TBGS
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Dakujem za pozornost

Ing. Radovan Semancik
Business Global Systems
semancik@bgs.sk
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